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Abstract  - Blockchain is a disseminate  records or public  log  

of database of all digital transactions among participating  

parties. A blockchain is a chain of blocks, where the blocks are 

strongly related and each block contains a record of some 

public keys, meaning the records of a number of transactions .  

All transaction in public   logs  are verified by consent  of 

majority participants  in the system. Information entered once 

can never be erased. Bitcoin is the decentralized peer- to- peer 

digital currency  that uses the blockchain mechanism, this is the 

most common and popular example of  blockchain mechanism , 

and it excludes the need to use third party application.The 

bitcoin digital currency is non-controversial   has worked 

flawlessly so far. In this paper we present some technical 

barriers ,  problems like low throughput and slow transactions 

time  and provide  solutions related to them,    provide financial 

& non-financial areas and  Applications of  this technology, we 

present some risk  adoptions ,  and explore the mechanism  in 

depth . 

 

KeyWords —p2p, decentralized server ,hashing, 

cryptocurrency, blockchain.  

 

I. Introduction 

 

A block chain is essentially a distributed database 

of records or public logs of all transactions or digital events 

that have been executed and shared among participating 

parties. Each transaction in the public log is verified by 

consent  of a majority of the participants in the system. And, 

once entered, information can never be erased. The block 

chain contains a certain and verifiable record of every single 

transaction ever made. To use a basic analogy, it is easy to 

steal a cookie from a cookie jar, kept in a secluded place 

than stealing the cookie from a cookie jar kept in a market 

place, being observed by thousands of people. Bitcoin is the 

most popular example that is intrinsically tied to block chain 

technology.  It is also the most controversial one since it 

helps to enable a multi billion-dollar global market of 

anonymous transactions without any governmental control.  

Hence it has to deal with a number of regulatory issues 

involving national governments and financial institutions. 

This is where the block chain technology comes handy. It 

has the potential to revolutionize the digital world by 

enabling a distributed consent where each and every online 

transaction, past and present, involving digital assets can be 

verified at any time in the future. It does this without 

compromising the privacy of the digital assets and parties 

involved. The distributed consent and anonymity are two 

important characteristics of block chain mechanism 

1.1 About Bitcoin And its Need 

 

Why is the cryptocurrency Bitcoin considered a 

revolutionary technique ? All we create online and all the 

operations we execute are usually provided by centralized 

servers. We almost depend everything  on those servers  : 

they  process our payment. 

 
          

Fig 1: Centralized  server 

 

And can track our carts,  they can send our email 

and store it, they verify our identities for websites and smart 

phone applications, etc. Most of these servers are in massive 

data centers operated by government institutions and 

corporations (legal entities, separate and distinct from their 

owners). This means that we don’t really own our data, we 

only visit it from time to time. In order to access to our data 

and manipulate it, we need a machine to transport us from a 

digital room to another digital room. All these machines 

were designed to be controlled by a single person or a 

hierarchical organization of people who trust each other. All 

of this make us very vulnerable. In addition, concerning 

commerce on the net, nowadays we almost exclusively rely 

on financial institutions to process electronic payments. 

Completely non-reversible transactions (exchanges of goods 

between a buyer and a seller) are still not possible because of 

the institutional policy of controlling the cost of transactions 

and limiting the minimum practical transaction size. With 

the possibility to reverse the sent amounts, the operators 

(sellers) must be very prudent about their customers. They 

could ask their costumers for more information than 

they need and fraud is still possible in this case. So what is 

needed is a cryptocurrency (a medium of exchange using 

cryptography to secure the transactions), in other words, an 

electronic payment system built on cryptographic proof 

rather than trust, which allows any two agreed parties to 

interact directly with each other without the need for a third 
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trusted party with irreversible transactions. That is exactly 

what Bitcoin does, its technology has become the first 

decentralized cryptocurrency in 2009 (since released as 

open-source software). In addition to that, some routine 

escrow mechanisms can be implemented to also protect the 

buyers. In this document, we will introduce how Bitcoin 

works and we will study the mechanism of bitcoins which is 

also called blockchain mechanism. 

 

 
                    
                    Fig 3 : Decentralized  network 

 

 

1.2 Blockchain Mechanism in Bitcoin 

 

We explain the concept of the blockchain by 

explaining how Bitcoin works since it is intrinsically linked 

to the Bitcoin. However, the blockchain technology is 

applicable to  any digital asset transaction exchanged online. 

A peer-to-peer system (P2P) is a decentralized 

communication model, where all parties have equal 

capabilities and each one of them can set up a 

communication: broadcast a message. 

Bitcoin is a peer-to-peer electronic payment system. 

It allows payment online without operating through a 

financial institution. In this , we will explain how this system 

works. A node refers to any computer that is running the 

Bitcoin client software and cooperating in the peer-to-peer 

network by broadcasting transactions. The P2P version 

allows each node to operate as both a client and a server at 

the same time. 

 
Fig 4: A pays B with bitcoins: P2P system 

 

However, there is question of maintaining the order 

of these transactions that are broadcast to every other node 

in the Bitcoin peer-to-peer network. The transactions do not 

come in order in which they are generated and hence there is 

need for a system to make sure that double-spending of the 

cryptocurrencydoes not occur. Considering that the 

transactions are passed node by node through the Bitcoin 

network, there is no guarantee that orders in which they are 

received at a node are the same order in which these 

transactions were generated. 

 

Fig 5 :Double spending propagation delays in P2P network 
 

This means that there is need to develop a 

mechanism so that the entire Bitcoin network can agree 

regarding the order of transactions, which is a daunting task 

in a distributed system. 

 

1.3 transactions 

An electronic coin is considered as a chain of 

digital signatures.  An owner does a transaction by 

transferring an amount of his bitcoins to another  user.  The 

transactions are saved in this following way:  

1) We calculate the hash of the previous transaction of the 
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coin and the public key of the next owner.  

2) The owner of the coin signs the output of the hash with 

his private  key 

3) We add this to the end of the coin.   

The hash h is a function that  maps any input k (called key) 

to a finite distinct  value h(k) such that: 

(1) For two keys k1 ≠ k2, we have with strong 

probability  that  h(k1) ≠ h(k2). 

(2) (2) For k1 ≠ k2, knowing h(k1) gives no 

information  about  h(k2). For example, if k1  and 

k2  are exactly  the  same,  except  for one bit,  then  

every bit  in h(k2) changes  with  1/2 probability 

compared  to h(k1).  It  means  knowing the  bits  of 

h(k1) does not  give any information  about the bits 

of h(k2).  

(3) Knowing the hash of an input  gives us no 

information  about  it. The chain of the ownership 

can be verified by checking the signatures and the 

public keys of the previous owners 

 
             Fig 6 : Bitcoin: Chain of digital signatures 

 

� Problem  

A payee cannot verify if one of the owners double-

spent the coin. 

� Solution  

  Put in place a trusted central  authority or a mint to 

check every transaction and ensure that the coins have not 

been double-spent. After each transaction, the coin is 

returned to the mint to generate a new one. Only coins 

issued from the mint are safe and trusted.  

� Remark  

This solution works, but in this case, the mint is 

playing a central role and the company that is managing the 

mint controls the entire money system, exactly like a bank, 

since every transaction must go through them. We definitely 

don’t want that, so we need a better solution to help a payee 

verify that an owner did not double spending. The solution is 

the following. 

 

� Solution 

Since the only way to confirm the absence of a 

transaction is being aware of all transactions, we announce 

publicly all the transactions. We establish a system for the 

participants such that they have to agree on one history of 

the order in which the coins were received. The earliest 

transaction is the one that counts, reason why we do not care 

about later attempts to double-spent.Using this solution, the 

payee needs time proof, i.e. in that recorded time the 

majority of nodes agreed that, for each transaction, it was the 

first received and for that we use a timestamp server. 

 

� Timestamping 

If you download a bitcoin wallet, you receive a 

private key (half of a digital signature that proves you are the 

owner) and a public key (which is the corresponding half). A 

blockchain is a chain of blocks, where the blocks are 

strongly related and each block contains a record of some 

public keys, meaning the records of a number of 

transactions. The block size is limited to 1 MB. 

The timestamp server takes the hash of the block, 

timestamps it and publish it. So each timestamped hash 

actually contains the previous timestamp, which proves that 

the data must have existed at that time. All of this forms a 

chain, each time we add a timestamp, it reenforces the ones 

before it. 

 

� Proof of work 

A proof of work POW system/protocol is a 

computational problem that produces a piece of data, hard 

(costly) to find and easy to verify. In Bitcoin, we use 

Hashcashproof of work for block generation. It is a peace of 

data (output of a hash function) that satisfiescertain given 

requirements, accessible for others to verify but very costly 

to produce, in other words, dicult to reconstruct. Its 

Mechanism: The proof of work searches for a precise value 

that when it is hashed (with SHA-256, the Secure Hash 

Algorithm from the National Security Agency, which 

generates a hash function with output of length 256 bits) the 

output of the hash begins with a number of zero bits 

required. 

In our timestamp network, we implement the work 

of proof by incrementing a nonce (number at once) in the 

block until a value that gives the block’s hash with the 

required zero bits is found. The complexity is exponential in 

the number of zero bits required but the found value can be 

easily verified by doing a single hash.  
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             Fig 7 :Timestamping Authority TSA 

 

Once the CPU effort has been expended to realize 

the proof of work, the block cannot be modified without 

redoing the proof of work (estimate the cost to produce). In 

addition , later blocks are chained after to it, which means 

the work to change a block includes redoing all what comes 

after it. 

 
                             Fig 8: Chain of blocks 

 

Simple Payment Verification SPV  

To verify payments without running a node, a user needs to 

keep a copy of only the block headers of the longest proof of 

work chain. He obtains the Merkle branch by linking the 

transaction to the block where it is timestamped. He cannot 

check the transaction for himself, but when he links the 

transaction to a place in a chain, he can see if the nodes has 

accepted it (when blocks are added after it). 

Problem :-This verification is reliable as long as honest 

nodes control the network. If an attacker overpowers the 

Bitcoin network, nodes can be fooled by an attacker’s made 

transactions. 

Solution :- A strategy to protect against this is developing 

alerts from network nodes to detect invalid blocks, we 

motivate the users to download the full block and alerted 

transactions. 

Business that receive frequent payments will probably prefer 

to keep running their own nodes for independent security. 

 

II Analysis of bitcoin 
2.1 Nodes 

 There are different type of bitcoins clients:  

� Full client: also called full node, is a node that stores 

the entire chain (every block and all the transactions) 

and checks them against Bitcoin’s core consensus 

rules. Here are some of these consensus rules: - No 

double spent transactions in the block’s chains. - Each 

block may only create 12.5 BTC. - Transactions must 

have correct signatures  to receive and spend bitcoins. - 

The blocks and the transactions must be in the correct 

data  format. Notice that  running  a full node is the 

only way to use Bitcoin in a trustless  way 1, i.e. 

without  relying on any servers or third  parties.  

� Web client: is simply the client that uses web browser 

for Bitcoin network access and uses servers owed by 

trusted third parties to store their wallets. 

� Lightweight client: it is a client that stores the wallet 

but still relies on servers owed by third trusted parties 

for access to the transactions and the network. 

The difference between full nodes and miners: Running a 

node is just communicating with other nodes and 

exchanging data, checking if the data are valid and if that is 

the case, passing it in further to all to make sure that it gets 

to those who might have not received it yet. 

 Here is an example: 

The block is 442194 Its Header hash is 

00000000000008a3a41b85b8b29ad444def 

299fee21793cd8b9e567eab02cd81  

Height = 442194 

 Contains  2381 transactions  

Its nonce is 73626  

  

 

Hash 

4a5e1e4baab89f3a32518a88c31bc87f618f76673e2cc77ab21

27b7afdeda33b. 
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On the other hand, mining means receiving 

transactions, collecting them in a block, adding necessary 

data to it (like parent block, root hash, ... ) and finding the 

hard proof of work by randomly adding millions of possible 

nonces until finding the right hash that validates the rules of 

the Bitcoin network (the node who finds it, earns a reward 

which is currently 25 bitcoins per block), then transmitting 

all back to other nodes to further distributing in the network. 

A full node contains the entire block chain and using this 

knowledge, this node can check if new transactions are 

correct and can see the number of currently available 

bitcoins for any address. Basically miners search for a valid 

work of proof and full nodes check that hash. .we express in 

a graphic the difficulty of the work of poof in function of the 

energy used for the hashing by the miners, which is clearly 

increasing and that is because the difficulty is adjusted 

proportionally to the total effort across the network.  

 

 
Fig 9: Difficulty of the work-of-proof 

 

It is adjusted is a way that only one block is mined 

every 10 minutes (6 blocks in an hour). That means if the 

number of miners doubles then the difficulty will also 

double. Nodes distribution Estimated number of bitcoins 

users is over 10 million. The average actual number of full 

nodes is almost 6’000 distributed nonuniformly in the world 

. The full node numbers have dropped from between 10’000 

to 13’000 down to around 6’000 between March 2014 and 

June 2015, that is because clients can use Bitcoin wallets 

without running a full node and mining pools were created, 

where a group of full nodes work together as one miner . 

The largest numbers of nodes are basically located in the 

United States and in Europe. China have only almost 200 

full nodes and we can explain that by the government regime 

who placed some heavy restrictions on regulated financial 

systems preventing them from dealing with Bitcoin. Private 

parties still can hold and deal with bitcoins, but it is prohibit 

for financial firms like banks since 2014 . 

                    Figure Global Bitcoin full nodes distribution 

 
                       Fig 10:  Full nodes in Switzerland 

2.2 Applications In Financial and Non-financial 

Institutions 

Blockchain technology  applications  is used in 

wide range of areas—both financial and non-financial .   

� Financial institutions and banks no longer see 

blockchain technology as threat to traditional business 

models. The world’s biggest banks are in fact looking 

for opportunities in this area by doing research on 

innovative blockchain applications. In a recent 

interview Rain Lohmusof Estonia’s LHV bank told that 

they found Blockchain to be the most tested and secure 

for some banking and finance related applications. 

� Non-Financial applications opportunities are also 

endless. We can envision putting proof of existence of 

all legal documents, health records, and loyalty 

payments in the music industry, notary, private 

securities and marriage licenses in the blockchain. By 

storing the fingerprint of the digital asset instead of 

storing the digital asset itself, the anonymity or privacy 

objective can be achieved 

� Risk Adoptions BlockChain is a promising 

breakthrough technology. As we described before, 

there are vast array of applications or problems that can 

be solved using BlockChain based technology. That 

spans from Financial ( remittance to investment 

banking ) to nonfinancial applications like Notary 

services. Most of these are radical innovations. As it 

happens with adoption with radical innovations, there 

are significant risks of adoption.  

� Behavior change: Change is constant, but there is 

resistance to change. In the world of a non-tangible 

trusted third party, that BlockChain presents, customers 

need to get used to the fact that there electronic 

transactions are safe, secured and complete. The 
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present day intermediaries like Visa or Mastercard ( in 

case of a credit cards ) will also go through change 

roles and responsibility. We envision that they will also 

invest and move their platforms to be BlockChain-

based. They will continue to provide the customer 

relationship kind of services. 

� Scaling: presents a challenge present in Blockchain 

based on Scaling of the current nascent services. 

Imagine yourself executing a BlockChain transaction 

for the first time. You will have to go through 

downloading the entire set of existing BlockChains and 

verify before executing your first transaction. This may 

take much longer longer as the number of blocks 

increase exponentially.  

� Bootstrapping: Moving the existing contracts or 

business documents to the new BlockChain based 

methodology can present a significant set of migration 

tasks that will need to be executed. For ex , in case of 

Real Estate ownerships, the existing documents present 

in County or Escrow companies need to be migrated to 

the equivalent BlockChain form. This may involve 

time and cost. 

� Government Regulations: In the new world of 

BlockChain-based transactions, Government agencies 

like FTC, SEC, etc may slow down the adoption by 

introducing new laws to monitor and regulate the 

industry for compliance. In USA, this may in a way 

help adoption as these agencies carry customer trust. In 

more controlled economies like in China, the adoption 

will face significant headwind. 

� Fraudulent Activities: BlockChain transactions have 

onymous nature,  which can be coupled with ease of 

moving the valuables, the  guys with bad intentions  

may misuse this for fraudulent activities like money 

trafficking.  That said, with enough regulations and 

technology support law enforcement agencies will be 

able to monitor and prosecute them. 

� Quantum Computing :  BlockChain technology rely 

on the very fact that it will be  mathematically 

impossible for  one  party to gambit the system due to 

lack of needed compute power. still with the advent of 

Quantum Computers , the cryptographic keys can be 

easy enough to crack through sheer brute force 

approach within a reasonable time. This will bring the 

whole system to its knee. The counter-argument would 

be for keys to become even stronger so that they may 

not be easy to crack. 

2.3 BlockChain forAntiCounterfeit Solution  

BlockVerify provides blockchain based anti-

counterfeit solutions that introduce transparency to supply 

chains. It is finding applications in pharmaceutical, luxury 

items, diamonds and electronics industries. For ex, in 

pharmaceutical industry  Block Verify can be used for anti-

counterfeit solutions that can prevent fake pharmaceuticals 

from entering the market. This addresses a big problem and 

that affects both the economy and people who need 

medicine. 

Similarly luxury good manufacturers can use this technology 

to build system for verifying the authenticity of luxury goods 

providing a win-win situation for consumers and 

manufacturers of the luxury goods alike. This technology  

can be used to build trust in Diamond industry and can be 

used for Diamond certificates and prevent fraud.   

Electronics industry can use this technology to ensure that 

consumers get genuine products.   

                                   III Conclusion 
 

To conclude, Blockchain is the technology 

backbone of Bitcoin. Blockchain has great many Advantages  

and can provide better mechanicm without using third party 

application (centralized servers ). Maintains anonymity and 

total privacy of the user . Has some problems which can be 

solved , it is an  attractive technology to solve the current 

Financial as well as non-financial business problems. 
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